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Abstract The differences between the programming paradigm of applications using artificial
intelligence (AI) and traditional applications may show different results in detecting, understanding,
analyzing, and fixing defects. In this study, we collect defects that have been reported in open source
Al applications and identify common causes of the defects to understand and analyze them in Al-based
systems. To this end, we analyze the defects of ten open-source Al applications archived on GitHub
by inspecting 1,205 issues and defect-fixing code changes that had been reported, found, and fixed.
We classified the defects into 20 categories based on their causes, which are found in at least five out
of ten projects. We expect that the result of this study will provide useful information in software
quality assurance approaches such as fault localization and patch suggestion.
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Table 2 Studied open source projects
No. Application Domain # of closed issues
DeepSpeech [12] speech recognition 1,905
2 OpenPose [13] video/image processing 1,559
3 spaCy [14] natural language processing 4,598
4 Reaé;£$§7§EHC67 audio processing 646
5 tesseract [16] optical character recognition 1,817
6 yolovb [17] object detection 3,207
7 mediapipe [18] just-in—time streaming broadcast media solution 2,159
8 ChatterBot [19] chatbot 1,240
9 photoprism [20] a gallery management solution 833
10 streamlit [21] :DEEZ(;E; rfor analyzing and sharing machine learning and data science 1,393
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Table 3 The number of issues after the first and the second filtering processes
No. project name # of closed issues # of l ssue§ (a.fter # of issues' (af%er
the first filtering) the second filtering)
1 DeepSpeech 1,905 98 86
2 OpenPose 1,559 98 79
3 spaCy 4,598 673 392
4 Real-Time-Voice-Cloning 646 4 3
5 tesseract 1,817 110 67
6 yolovd 3,207 436 143
7 mediapipe 2,159 50 16
8 ChatterBot 1,240 63 38
9 photoprism 833 154 123
10 streamlit 1,393 761 258
Total 13,189 2,447 1,205
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Table 4 Observed defects in the open source artificial intelligence applications

639

No. Cause frequency # of projects
1 Missing exceptional data handling 214 8
2 Invalid device ordinal/Incorrect implementation for devices/OS 84 8
3 Incorrectly preserving previous data with all attributes 81 8
4 Missing necessary attributes of data/environment 60 7
5 Typo 52 9
6 Missing/Incorrect Error Handling 45 7
7 Improper data type/data source/operations for processing 44 6
8 Broken consistency between modules of the model 39 7
9 Missing/incorrect default option/value setting for the system 35 9
10 Documentation/manual error 35 8
11 Incorrectly augmenting/sorting/comparison/alignment for data/batch size 32 6
12 External library version issue 32 8
13 Unable to override/configure new options into default configurations 28 7
14 Missing or incorrect process for exceptional environment 28 6
15 Missing/incorrect import/installation 27 9
16 Incorrectly saving/caching trained model/Incorrectly print the output/result 15 5
17 Incorrect URL/data loading/path when crawling/processing 14 7
18 Memory Leak/Improper memory management 12 5
19 Incorrectly manage multiprocessing environment/race condition 9 6
20 Improper encoding/decoding 9 5
A, #Ae] YREHRl cfEE| Aol ATt Al 4 & olm 7%¢] Hl&& AAZTE G HWFlE No. 8%
A AT Ao B Ao A AAE vtk Li o. 95 ¥ F domn, °F 83%<] HE&S AATH
et al2 FT FFEIAA JFHA FHES FAHeE v ¥, =EFH o9 é‘%ﬁ A YubEQl o E
Mozilla, apache, Linux kernelolA 33+ 2,060712) Aol A A Ast A F 32%9 BlE&E A
2% AHE Al 7 ERE FEITH6]. 4, Catolino Pgom No. 33 7, 11, 16, 17, 20, & 671 BF7} =&

et al.&

5He A% A ® ohiel, 44 Ba B4

% olule] Heol %HWSPE} o=

% 21.8% =

71 A%

(configuration issue), 4% & FAl(network issue),
H2E FZ FA(test code-related issue) & AZE
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g AFdAE Mozilla, Apache, Eclipse©l
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3 By 2 FFAYZ 1280719 S £ BAL

L

P grH22].
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feature), E&2 oJmo] ZFH A (processing), &3

A o9 AT (exception handling) S°] F9 A3
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AAEE I F QUnh
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SHA A St I HE olo] AA #A EAIVF 16%
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= |
=g AR A% ZE FE(crash) F
o] Eg3}r] wiiol o A7 Aol A
A A % AEEC] X F A
A7) w523k £ veE Bl
Hlme] Az Jehd Aols ABTAHQ] Z2aw
gkl ZAEE Z2aH9 detd

£
o
_)&
Ac
)
T
o Mo
2

N
o, Zt 7%l W3 T3 F8=I} B AT, Ho

& sdsthe 71ASs deitdelA
= JIASE 2de dASla dAse BH Y HolE
E AMgsta gEste Aol tS Fasty] i, &
28 7% 7 B Ago] AA k= Hlgo]l dnbEl
NEAlART dHoRE 1 A #Ad AF o]
AABHE Hlgo] & ASE FHT & Utk 53|, 7]
A fEEAolAoA FRE Aol Agte UL
2 ylotEE AlgElE Catolino et al.e] oA AR
Hg-o) on) olgom HA #HH EAZF NATgE ANE
Al A T& 9HEHA HAEsE AS & Ah
npA o 2 ZAEE ofEFE Al A Fd Akl
Al del e #E Ago] gubER] AZE R Hl

7

WA B A B3 4 Utk Li et alo <
T B AT RlnE B8, A A A T ARE
o] M2 WA Ag Abele] vlgo] IubEQl ofF
gAl AR oF 1MVt w2 HIFS AATES I
T Ak o9t 2L olfe= BT VARG HEE
Aol A doid 4 e o9 Fio] B o=
AEd 4 AN JASE Z2aH9 gl
dold = & o9 FFEF o5 ol g d
sl MEHQl o Hnys w FFI] Wi
o225 dA9E §

413. & AR

2 AT #ES EHd A o ¥kle] =

3]

FA Al orEg 2

4131 AdHRA tlojEl gk A F

tolElE ¢lojey AHEshs AA A BT F
= AF dely el tigk AElE w3 A¢-
gzl oy kel tigk crash7t WAL =
Aol RAAA ¥ & & Uk 29 3L T
g dajeltt B A= B Alo]=E F<l
u), BlAe) Ao]=E all o] AAE HEste 4Y
F Ae]27E 0”1 el shuets EAldte A9, o=
TS T F " EA4F Ak all I tiAl any
e AHEEIA QAR FRAAE dlolEE HAs)
A A = A=E Ak

30

f

1=
=

A

-

1

LR

spacy/pipeline/tok2vec.py
- if not all(doc.tensor.size for in inputs);
+ if not any(doc.tensor.size for in inputs);

23 3 9942l HelEel ta Hel ret Al
Fig. 3 Missing exceptional data handling

4132 54 3t=dol/Ax/9 AA tg Z25E 74

54 GPU, CPU ¥4l sl z12e A& 1efst
A ka7 F=so] F AX &S FUFIA
E3AY B HI A& 3 crashyt TASHE 971
Atk =3 U=, ZEx 9 5o EX Y AAol
ZZAEZ AEE u Y AE FEA A4 5o=
T3o] B4 AN L= A= AY crashrt A3
EAHE B 2/ F1skdoh 19 4 a9 A
et B oA oA run-1dc93sl 2IAHE= dhte
GPUANARE 28 = glom F J) o] GPUCA
APAF A L77F FASATE 2TYHE YA,
GPU #7Ael dig AglE w3t en, ZA=Z GPUE
STk AMgSte ZEE FUste] BAE SIASIAT

of 1]

src/textord/colfind.cpp
- column_sets = &temp_cols;
+ *columns_sets = temp_cols;

a8 4 EA s=gol/BA/28 AR g Axd 73
At

Fig. 4 Invalid device ordinal/incorrectimplementation for
devices/OS

4133 Holg AP 34 F o)A vlolE =

olzdel HolE7E A2 dHolEl o3 2o A
Ad, dlolEle] T oz s s W 2x%
HlolE7t RERA Xdle -2, HolEe steol 2
3k tlold, gyl Bag wolE, gk Aol vk vl
olElE EF T A A} =shA @ T,
crash® opZ|¥th. 18 55 g At <ot &
AAelA pop FFE AHEE A, HlolE W BE
ol 7T I HolEE 2EdA 2tAsHA Ht
o] 7%, YEEsoFd ol thyt FHOo2 QI8 crash
7h RS, 2B A4 A glol e HALE
get 2 FAFOEN AT

chatterbot/utils.py
- import_path = data.pop(‘import_path’)
+ import_path = data.get(‘import_path’)

a9 5 deole A #4 F old vlolE &
Fig. 5 Incorrectly preserving previous data with all attributes

4134 H83 dlolE &A(attributes) T+
HolE £AS FE3 el =dS siGIAl g
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M

9, stgel o doly &Aool glolA crash7t A
StAG HolEle] &Azko]l FEhEo] dlolErt A
A=A F3he AHEelth. O 6odlxE T AbElE
HojErh dolHE A dslele Ao, dlolEol hE
RE &Aool xgHEo|oF st} HA|%E  token.norm.,
token.ent_id_ &Aool FEEHA A1 FHEH HA4S

FHe R ZAE sHAsAH.

spacy/tokens/_serialize.py
+ self.strings.add(token.norm_)
+ self.strings.add(token.ent_id_)

I 6 BQa% dolH &A(attributes) 72 AlEl
Fig. 6 Missing necessary attributes of data/ environment

4135 E

NEAe] A 3= A4 A7t e ARE, &
T 2E A AL QAL wAE AR AU, F2E
2S5 A, i gl A AE A 5 2
Zo /7 e Aot 53, crashs o]t
a8 72 & A dAelt) aY dAE e F
3 wrEE= grel Jlgrol vl AetebAl AelstA Kl
TS BAE A3 Azt 2755 9279 crash7t &
ARt ZE w@E= gholl sl AZlsEo=zn ¢
Astio

synthesizer/synthesize.py
- _, mels_out, _ = model(texts, mels, embeds)
+ _, mels_out, _, _=model(textx, mels, embeds)

O9 7 QEF A
Fig. 7 Typo

el
A Zate] crash7b dAS AR, o/ dig e
A4 Fr1go 2z A3tk

internal/photoprism/metadata.go

+ “errors”

- err:= m.metaData.Exif(m.FileName())
+ varerrerror

+ if m.IsPhoto() {

+  err = m.metaData.Exif(m.FileName())
+ }else {

+ err =errors.New(“Not a photo”)

+)
O3 8 ARd oF/ HEY A

Fig. 8 Missing/incorrect error handling

a2 ZIASE dEYAolde U A Atel 24 641

4137 Aol &ukA &2 vlole/HlolE Erd/ANA

i

Ao AY crashE Yo7 AY o5& 4 ot
olg] 18 99| dAl= EJEHE AMEd] AFsor &
OlHE T #oE AAS ojEZTAoldo] THE

Abel o]

bin/run-idc93s1.sh

+ # Force only one visible device because
+ # we have a single-sample dataset

+ # and when trying to run on multiple

+ # devices (like GPUs), this will break

+ export CUDA_VISIBLE_DEVICES=0

I8 9 Aol ¢HA 22 ulolE/wlolE EFY/A4kAE
A8 A
Fig. 9 Improper data type/data source/operations for

processing

1138 55 zre] Ay A Ao
AR AU B mEo AZ THE P40 Yol
HE AzsA dguAy mde S5AA 2E O

o] 4 A AF, &2 A" 2EY APIE A%
3 AMgS] R Aa/Agd e F/crash 55 o3k
Atglelth. 2% 1094 = 9 AlElE BoEth AR
7} A3 sentsitS AFEStaAl & ul, sentsoll ik
£33 docpyx FLolA AEstH i & o] BEA|
grol A EAo|T) sentst AR HIZES HHES
A HE2Z sent F229 &3 e wHESI Rl
e AN g o =N FAE AT

-

spacy/tokens/doc.pyx

- return self.user_hooks['sents’](self)

+ for sent in self.user_hooks[‘sents’](self)
+  vyield sent

+ return

a9 10 ZE el Ay 41 A AL

Fig. 10 Broken consistency between modules of the model

fEe Al A AFsE HAol tigk 7] A=t
FEHEAY ZAX AAE A9, T2 Qa7 V1Eftel ¢
g5 A B AAHE Ao AFgS ST A
&7l =3sdek 28 112 excludeo] thd 7183k
o] HgatA HAAE YA oMx LT A=,
excludeol| tigt 718z A A sA3AT

41310 EA/MwE &7

EAlAE APsAY LEshe AR
ZEE Awo] AU Aol Fgd Rio] Qe AT

Lo
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spacy/util.py
- return nlp.from_disk(model_path)
+ return nlp.from_disk(model_path, exclude=disable)

a9 11 718a/sAse] ZRE 2% 9 = A
Fig. 11 Missing/incorrect default option/value setting for
the system

docs/solutions/selfie_segmentation.md
+ import numpy as np

I9 12 FA/"WwE F A
Fig. 12 Documentation/manual error

o AR s fEEAclde HEstA ARG
Al FEC] FAL BT F glok 2F 12014 3
I AHIE BRoEn ST AClAd A Z=A, numpy
E YEET = =7 A4 FEE Y FEE F
7¥ste] s AsH T

41311 dlolge ZRd vlw, A A, &

tlelHES AgsiFe WA oA Blw, Y, wl
A 7BF, A vnE A A, 2RE AEE
sAY, WA Alolz2E AR ARG FEet B
3 dolE] A7l 8718 A2 crashE WA I AL
45 Asl, LEFoE olojxin. ¥ 13%M= &7
AE BoEDh stripSequence ol wheh ohE HAE
T dolElE Wa/AME] 7 Batde F3sok
shedl, =E HolEol 22 Ao s whEol ©l
olel Wl /Aol FAIZE T Aol &7
ol A AAE wEo] dolE Bla/AA el
£ Atk

internal/photoprism/mediafile.go

- matches, err:= filepath.Glob(regexp.QuoteMeta(
m.AbsPrefix(stripSequence)) + “*”)

+ var prefix string

+ if stripSequence {

+ prefix = regexp.QuoteMeta(m.AbsPrefix(true))

+ }else{

+  prefix = regexp.QuoteMeta(m.AbsPrefix(false) + “.”)
+ )

¥

matches, err := filepath.Glob(prefix + “*”)
a9 13 tlolEle] ZA&Ed v, A, wix], 53 A
Fig. 13 Incorrectly augmenting/sorting/comparison/align-
ment for data/batch size

41312 9% olnele) W A

WE HAgolx Bad olrazle] Mol BAHA
oo A%, AgAtel da $Ad w2z the W
o) 9% elolnFE A8 & Y, o
Az olojAA B} mepA, WMoz ofm WA
9% elolmejelE AHglof sheA Els|Folop @t
A2 MAE ASEA kol WA BAZL T B4

ol "l /xl
. = —

A A498 A8 (2022. )

i, HHd fgadgel=s B3 HAstrh =3 9
grojBelg]o] WHo] YHlo|EHT FH3E A

AE AT A9 WU AT F 9k olE HA
71 Y&l Hal M-S AMgsrRT oz og ok
Aol 9F golEyEE ARSIt 19 14 Al A
%, 9F FolBggl 15_amd64e] WAS 16_amd64
2 WA ZAE AT

[e23
=3

o+

rlo

rlo
R

taskcluster/tc-py-utils.sh
http://archive.ubuntu.com/ubuntu/pool/main/o/openssl/libssl-dev_1.0.2g-

lubuntu4.15_amd64.deb /
http://archive.ubuntu.com/ubuntu/pool/main/o/openssl/libss|1.0.0_1.0.2g-

lubuntu4.15_amd64.deb

+  http://archive.ubuntu.com/ubuntu/pool/main/o/openssl/libssl-dev_1.0.2g-

lubuntu4.16_amd64.deb /

+  http://archive.ubuntu.com/ubuntu/pool/main/o/openssl/libss|1.0.0_1.0.2g-

lubuntu4.16_amd64.deb

a9 14 9§ golHe]E] Wi A A

Fig. 14 External library version issue

41.313 AHgA FA/A4A ] Uig dulelE B}

AgAEel g E Al whel dBtAl Fho]l WA E
oF 3=l fHClEV BIbed AEo® J|Egs
ARG A, 52 YulclEH ok sH= M Aoy
PR e AS, gEFA @ FAE AU AT
A3}, crash7l 23T 7 15004 3l AHEE B
ot Ao dE 7| EGE pixSetYRes 55 A

=
|3 AAsIAAR, o] FFE const BFAS AHES A

2

4] 2/gael et qrelEd 04}1] 227}
ZHdEe s Asks oAt Ao = 2k
o thall BAstE = 2AgoR sﬂz«lj_o].gar;]._
src/ccmain/thresholder.cpp

- pixSetYRes(pix, 300);

IF 15 AHEAF A/ T JulolE Bt Al

Fig. 15 Unable to override/configure new options into
default configurations

1.314 o214 Aaf gl gk A =
Jéii HEYZ A4 Jef 59 24 7Hsd 43
o Al "l F7tE Asks Fio] rEEA
SHA AEskA] Rl qAskE EAE, o &skA
& AV A% A3l crash7b dAgth 17
16914 sl AHEIE BolETh pipE ZelBEE] #E

st ZRAER pip ARE 23 S Weis o9
921 8ol tig 1y glo] 7|EgeE HdAste] LAY
P ZAR, AZE 23 B4 M VEfgEY o 2
#o2 HAAs FAE .
41315 golBeg JEXE/HA T4

2od olndng YLENA e YEES

oﬂ m{n:

X

&IEZ Lo
rlo
o
: o ?-%m
1 rulo

o

T 1
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B>

2 7]

taskcluster/test-darwin-opt-base.tyml|
+ export PIP_DEFAULT_TIMEOUT=60 &8&

33 16 d9)A] A A e A7 ek A

Fig. 16 Missing or incorrect process for exceptional

environment
A7t ZAE AAE ] crash7l FAEE AS T2 X
slof sh= etolueeE WS TRAelH BASA ol

e Aozt He Aotk 29 17914 e AtElE
HAEh JEES = gl By E ZAR A8t 24
T AR AR FdelBHz wAst ZAE 2
sk

data/scripts/download_weights.sh
- from utils.google_utils import attempt_download
+ from utils.downloads import attempt_download

O 17 golBEE JXE/AX] ZA AR
Fig. 17 Missing/incorrect import/installation

41316 Z3 Ad 2450 2L A3E €@

Sed 2dE AAgs] fal s 58 fAst
o RS Aok sh=tl, dad Rl &40 FE
s nHEA 3 g5E Bdo] ohd 7| mde A%
A ghgo] Az fPEA Fe Az s AR

st AbEith 28 189lM e dld AtdlE R S
D& Asta EHEA, pred #ol FEHEO] 4

LR
HE melo] A& APHA W A9E, W xE F
e gol

Q=S ALFoRH 2T

S ox rﬂ

test.py
- txt_path = scr(out / Path(paths [si].)stem)
- predl[:, :4] = scale_coords(img[si].shape[1:], pred[:, :4], shapes[si] [0],
shapes [si] [1])
- for *xyxy, conf, cls in pred:
+ x=pred.clone()
+ X[:, :4] = scale_coords(img(si].shape[1:], X[:, :4], shapes][si] [0], shapes [si] [1])
+ for *xyxy, conf, cls in x:
with open(txt_path + “.txt’, ‘a’) as f:
with open(str(out / Path(paths[si].stem) + “.txt’,

’ o

a')asf:
A% Z99 g A
Fig. 18 Incorrectly saving/caching trained model/

0918 2E ARE DA FL %
Incorrectly print the output/result

41317 Hlol8 A s A B2/ F4of FRE 2H

tolel 2Y/aEdS 7] AT Anj/dolE ol

Farb AR AAHA AW, AF A HelHE

e FEe HolHE Edes BRI OE AT
crashtt &35 op7|dth 19 1994 & sld AlEE
ozt of AN AFste A 2= F H
olgluo] 2ol HFFZdh= URLe]l &R AA=o] oA
LA EAE, ZX AAY A2 s FEFoEH
TATA

Agts fE Aol i A Al =4 643

examples/terminal_example.py

- database_url = “../database.db”

+ database_url = “sqlite:///database.db”

a9 19 diolE] AMEE AT A=/ F49] AxE AA
At

Fig. 19 Incorrect URL/data loading/path when crawling/
processing

41318 Wme) 5/ AR v B
A5

Wz g olF afAlstA] = 3o wEE
w2y B2 out-of-memoryZ A3 crash7t A3}
= ASt a3 2004 I AHEE RoFERy @9
9 activationsE W R ERE sfAets Z=7t Fety

o MY Wy Fa
=X s|AsAT,

2, free 55 78 % ASH

spacy/syntax/_parser_model.pyx

cdef activationsC alloc_activations(SizeC n) nogil:
cdef ActivationsC A
memset (&A, 0, sizeof(A))
resize_activations(&A, n)
return A

cdef void free_activations(const ActivationsC* A) nogil:
free(A.token_ids)
free(A.scores)
free(A.unmaxed)
free(A.hiddens)
free(A.is_valid)

a9 20 MR ra/ARE vEd #g Al

Fig. 20 Memory leak/impropermemory management

+
+
+
+
+
+
+
+
+
+
+
+
+

41319 Z&5 B¥Yst 74

A2ZEdY B¥Ests TEY W AZEYS FHE
HEs Aolsty W¥Est A Jhed AR & e
(thread)/ZE2M 9] BHQA3 7H4o] AlgE o oF 3=
o], o]& F&3] 1A Xg Aot EE zHE=
E AT o, A4 2= JE #e gRIskA ool T
Ag FAZ, 28 A gs Elsle 225 FU18)

o s
41520 F29 A=/
delel 259 2 Y= ‘J’JHOM A =

YA ALE Aol 1Y
ozt =Y P4 “éAl‘éH oo} WAT BAI=
AEE AmY P BAGORA Ak

spacy/cli/evaluate.py
- with (output_path / “entitles.html”).open(“w”) as file_;
+  with (output_path / “entities.ntml”).open(“w”, endodinf="utf8") as file_;

a9 21 A5d J134/HEY A
Fig. 21 Improper encoding/decoding

"
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M= WA gEEY ZAVE & & Atk

6. 22 2 g% o7
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5 716k o FE Al ANA YElE F e AT d
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AR A3 =E A A497 A8Z(2022. 8)

< 4% I=g g, 2 sAS A% 2= 4
£ Adshs WAy Vo= &8 5 Qi

TAS As 4As vy g wWsA dAsE 4
gho] dolow 283 m=o the B AUsA 24
3te, 7129 A% AE =7 HESA AU HES)
71 oAgfd 71AEE 76k o Eg Aol Ade A
FoR AEse 2% HAE =TE hdee Wgow
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